
WiFi Clients
192.168.1/24

Juniper
 5GT

Netgear 
Switch

173.8.158.182/29
comcast-external

VMWare Linux
VPN/Firewall

Airport 
WiFi AP

173.8.158.181
bait 

173.8.158.178
xray-external

vpn = .180

Santa Cruz
House

10.10.0/24

Tahoe
House

10.11.0/24

Mission St.
Media Office

172.51/16

OS X Server

10.10.0.1/24
xray

Juniper
5XP

25th Ave.
50 Mbps.

Mission St.
50 Mbps.

Lake Tahoe
50 Mbps

173.164.137.150/29
comcast

173.164.137.145
sentinel

172.51.0.1/16
sentinel-internal

Juniper
 SSG20

65.123.13.117/30
qwest-external

65.123.13.118
snowscan-external

10.11.0.1
snowscan

10.10.11.1
tahoe-tun-sc

10.10.11.2
tahoe-tun-lt

10.10.10.1
mission-tun-sc

10.10.10.2
mission-tun-mmp

Ethernet
Channelized OC-3
Nailed IPSec Tunnel
Demand SSL Tunnel
Virtual Link
(provided by tunnel)

 Domain Namespace 

.jhayes.org

.missionst.org

.carpechaos.com

private-internal = .10
staging = .11

10.20.0.2/24
vpn-internal

Demand VPN
Clients

10.69.0/24

Demand VPN
Clients

10.20.1/24

vpn 173.8.158.180
helmut 10.10.0.10 (a.k.a public)
staging 10.10.0.11

 Transports 

 CC DNS Names   CC Allowed Ports 
vpn:443 https vpn client (tcp)
vpn:999 https vpn admin (tcp)
vpn:53 dns (tcp+udp)
vpn:161 snmp (udp)

 CC Fowarded Ports (VPN Off) 

vpn:80 → .10 (CC private http)*
private:80 → .11 (CC public http)
vpn:21 → .10 (CC ftp ctrl chan)*
vpn:25 → .10 (smtp despammed)
vpn:6969 → .10:25 (smtp user client)
vpn:30000-32000 → .10 (passive ftp)*

*To be removed after VPN transition
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OS X Host

No IP .9


